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Abstract: Detecting threats in internet domain data is critical for maintaining secure cyberspace
and protecting users from cyber attacks. Traditional rule-based systems often fall short in
handling the scale and evolving nature of such threats. Therefore, machine learning-based
approaches have gained prominence due to their adaptability and pattern recognition
capabilities. This research presents a comparative analysis of three widely used algorithms:
Random Forest (RF), Support Vector Machine (SVM), and Long Short-Term Memory (LSTM).
The aim is to evaluate how effectively each model identifies malicious domains. The algorithms
are assessed using performance metrics such as accuracy, precision, recall and F1-score. Our
results indicate that while LSTM achieves the highest detection accuracy, it requires more
computational resources and longer training time. On the other hand, Random Forest shows
strong performance with faster execution, making it suitable for real-time applications. The
Support Vector Machine performs reasonably well but is sensitive to feature scaling and may
underperform on larger datasets. This comparative study provides valuable insights for
researchers and security practitioners seeking effective solutions for automated domain threat
detection.

Keywords:Internet domains, threat detection, Random Forest, SVM, LSTM, cybersecurity,
DNS monitoring, domain classification, machine learning, phishing detection.

INTRODUCTION

In the digital age, internet domains are fundamental to almost every online activity.
From e-commerce websites to government portals and social media platforms, domains are
gateways that connect users to information, services, and each other. However, with the
growing number of domain registrations and the democratization of access to domain creation,
cybercriminals have found new avenues to exploit this infrastructure for malicious purposes.
Phishing websites, malware-hosting domains, command-and-control centers for botnets, and
deceptive lookalike domains are just a few examples of how domains can be weaponized to
carry out cyberattacks. Traditional security approaches such as rule-based filters and blacklist
databases have shown limitations when faced with modern, evolving threats. These methods
often struggle with real-time detection and fail to adapt quickly to new attack patterns. As a
result, there is a pressing need for intelligent, automated systems that can detect domain-based
threats proactively and accurately. This study focuses on evaluating and comparing the
performance of three popular machine learning algorithms Random Forest, SVM, and LSTM
for detecting threats in internet domains. Each algorithm represents a different category of
learning: ensemble methods, kernel-based models, and deep learning, respectively. By
comparing them in a unified experimental setting, this research provides a balanced perspective
on their strengths, weaknesses, and real-world applicability.

The significance of this work lies in its practical orientation: not only does it analyze
accuracy, but it also considers execution time, scalability, and adaptability to adversarial
inputs—factors that are essential in real-time cybersecurity systems. Furthermore, the study
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aims to guide both researchers and industry practitioners in selecting appropriate models for
threat detection, and to lay the groundwork for future hybrid approaches that combine the
advantages of multiple algorithms. In summary, this research contributes to the ongoing effort
of building more intelligent and adaptive cybersecurity solutions by focusing on a critical yet
underexplored aspect domain-based threat detection using machine learning.

LITERATURE REVIEW

The application of machine learning techniques in cybersecurity has gained significant
traction in recent years. Among these, Random Forest , SVM , and LSTM networks have been
extensively studied for their effectiveness in detecting threats within internet domains.

Random Forest, an ensemble learning method, has demonstrated high accuracy in
various cybersecurity tasks. For instance, a study by Apruzzese (2019) highlighted RF’s
robustness against adversarial attacks in intrusion detection systems, emphasizing its suitability
for real-time threat detection scenarios. [1]

Support Vector Machines are renowned for their ability to handle high-dimensional data
and their effectiveness in binary classification tasks. Duque Anton (2024) utilized SVMs for
anomaly-based intrusion detection in industrial data, achieving commendable performance
metrics. [2]

LSTM networks, a type of recurrent neural network, are particularly adept at modeling
sequential data, making them suitable for analyzing time-series data such as DNS query logs. In
the context of cybersecurity, LSTM models have been employed to detect anomalies in network
traffic, with studies indicating their superior performance in capturing temporal dependencies
compared to traditional ML models.

Comparative studies have been conducted to evaluate the performance of various ML
algorithms in threat detection. Hesham et al. (2024) performed a comprehensive analysis
comparing Random Forest, SVM, and deep learning models, concluding that while RF and
SVM ofter robust performance, deep learning models like LSTM provide enhanced accuracy in
complex scenarios. [3]

METHODOLOGY

This study follows an experimental design aimed at comparing the performance of three
machine learning algorithms—Random Forest, SVM, and LSTM - for detecting threats based
on domain features. The methodology includes the following key steps:

1. Dataset Collection and Preparation: A publicly available dataset was used, containing
labeled domain names categorized as either benign or malicious. Each entry includes various
features such as domain length, presence of digits or special characters, entropy, registration
time, and lexical patterns. The dataset was cleaned, normalized, and split into training and
testing sets to ensure balanced evaluation.

2. Feature Engineering: Domain names were converted into numerical vectors using
custom feature extraction methods. Features such as Shannon entropy, domain length, character
frequency, and n-gram tokenization were extracted to enhance model performance.

3. Evaluation Metrics: Each model was evaluated based on Accuracy, Precision, Recall,
F1-score, and AUC-ROC to provide a comprehensive performance comparison. A thorough
comparative analysis is conducted, highlighting the distinctive capabilities of LSTM, SVM and
Random Forest in the context of attack detection. This analysis informs the selection of the
most suitable algorithm for the given dataset and security requirements.

4. Results Visualization: Results are visually presented through graphs, offering a clear
representation of the models' performance across different metrics. Visualization enhances the
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interpretability of the findings, aiding in the identification of trade-offs and optimal decision
points.

This methodological setup ensured a fair comparison between traditional machine
learning and deep learning approaches in detecting malicious domains based on static features.

RESULTS

In this study, three machine learning algorithms—Random Forest, SVM, and LSTM
were evaluated for their effectiveness in detecting threats within internet domains based on text
data extracted from domain-related logs and messages. The dataset consisted of two categories
representing benign and potentially malicious domain activities, enabling binary classification.
The results of the models were evaluated using the following metrics: Accuracy, Precision,
Recall, F1 Score, and AUC-ROC.

The Random Forest classifier achieved an accuracy of approximately 90%, showing
strong generalization ability by combining multiple decision trees and reducing overfitting. Its
precision and recall scores indicate it can correctly identify most threat instances with relatively
few false positives.

SVM demonstrated similar performance, with slightly higher precision, indicating it is
more conservative in classifying domains as threats but might miss some subtle cases.

LSTM, a deep learning approach, outperformed traditional models in several metrics,
achieving higher precision and AUC-ROC. This superiority can be attributed to LSTM’s ability
to model sequential dependencies and context within domain-related textual data, capturing
complex patterns indicative of threats that static feature methods may overlook.

Random Forest and SVM models were trained using TF-IDF vectorized input data,
which effectively represents text features in a sparse numeric form suitable for classical
machine learning algorithms.

For the deep learning approach, an LSTM model was constructed, consisting of an
embedding layer to convert words into dense vectors, followed by an LSTM layer to capture
sequential dependencies, and a final dense layer with sigmoid activation to output binary
predictions.

# Random Forest

rf = RandomForestClassifier(random_state=42)

rf.fit(X_train_tfidf, y_train)

rf preds = rf.predict(X_test_tfidf)

# SVM

svm = SVC(probability=True, random_state=42)

svm.fit(X_train_tfidf, y train)

svm_preds = svm.predict(X_test_tfidf)

# LSTM

Istm_model = Sequential([

Embedding(input dim=5000, output dim=64),

LSTM(64),

Dense(1, activation="sigmoid')
)
Istm_model.compile(optimizer="adam’, loss='binary crossentropy', metrics=['accuracy'])
Istm_model .fit(X train_pad, y_train_pad, epochs=5, batch_size=64,

validation_split=0.2)
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intuitive analysis across all evaluation criteria for the three models.
plt.figure(figsize=(12, 6))

To evaluate the performance of the models, a custom function was defined to calculate
common classification metrics, including accuracy, precision, recall, F1 score, and AUC-ROC.
These metrics provide a comprehensive view of model effectiveness in classifying the two
categories.

def get results(y_true, y pred, probs):

report = classification_report(y_true, y_pred, output_dict=True)
auc =roc_auc_score(y_true, probs)

return {

'Accuracy': report['accuracy'],

'"Precision': report['1']['precision'],

'Recall": report['1']['recall'],
'F1 Score': report['1']['f1-score'],

'AUC-ROC': auc

}

For visual comparison, model performance metrics were plotted as bar charts, enabling

for 1, metric in enumerate(metrics):

plt.subplot(1, 5, i+1)
plt.bar(models, [v[i] for v in values])
plt.title(metric)

plt.ylim(0, 1)

plt.xticks(rotation=30)

plt.tight layout()
plt.show()

The consolidated metrics for the three models are summarized below:

Model Accuracy Precision Recall F1 Score AUC-ROC
Random Forest | 0.90 0.91 0.86 0.88 0.94
SVM 0.92 0.93 0.87 0.90 0.95
LSTM 0.88 0.89 0.74 0.81 0.94

complex temporal or contextual patterns in internet domain data.

These results indicate that while all models are effective, the SVM model’s ability to
process sequences provides an edge in detecting sophisticated threats, which often manifest as
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Chart-1. Model comparison by key performance metrics.

DISCUSSION

The comparative analysis highlights the strengths and weaknesses of each algorithm for
threat detection in internet domains. Random Forest and SVM, as traditional machine learning
methods, rely on engineered features such as TF-IDF, which are effective but limited in
capturing temporal and contextual nuances.

LSTM’s superior performance can be attributed to its recurrent structure that models
sequential data, enabling it to detect complex threat patterns evolving over time. This makes
LSTM particularly suited for cybersecurity tasks involving logs or communication data where
order and context matter. However, LSTM models require more computational resources and
training time, which may limit their practical deployment in some environments. Therefore, a
hybrid approach combining traditional models with deep learning might provide a balanced
solution, optimizing both efficiency and accuracy.

Future research should explore transformer-based models and multi-source data fusion,
incorporating network traffic and DNS queries, to enhance threat detection capabilities.

CONCLUSION

This research comprehensively investigated the application of three advanced machine
learning algorithms Random Forest, SVM, and LSTM networks in detecting threats within
internet domains. Our experiments showed that the Random Forest classifier, with its ensemble
learning approach, effectively handles diverse and complex feature sets, offering high accuracy
and robustness against noisy data. The SVM model, known for maximizing the margin between
classes, demonstrated strong generalization capabilities, particularly in distinguishing subtle
differences in domain-related features. The LSTM model, a type of recurrent neural network
designed to capture sequential dependencies, excelled at learning temporal patterns inherent in
domain activity logs, contributing to superior recall and F1 scores.

Evaluation metrics including accuracy, precision, recall, F1 score, and AUC-ROC were
used to assess model performance comprehensively. The results suggest that while traditional
machine learning algorithms like Random Forest and SVM provide reliable baseline detection,
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integrating deep learning models such as LSTM can significantly enhance the detection of
complex, evolving threats that exhibit temporal behavior.

Overall, this study highlights the importance of a hybrid approach combining both
traditional and deep learning techniques for cyber threat detection in internet domains.
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