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Annotation: This article analyzes the theoretical and practical aspects of cultivating moral and
ethical values in primary and secondary education within the context of digital learning. It
examines both the positive opportunities of digital platforms and the risks associated with them,
identifying key challenges in the effective implementation of moral and ethical education. To
address these challenges, pedagogical, organizational, and technological solutions are proposed,
including curriculum modifications, teacher professional development, the formation of digital
ethical culture, parental involvement, and the purposeful design of educational platforms. The
article also presents practical recommendations and evaluation indicators to enhance the quality
and effectiveness of moral and ethical value integration in the digital educational environment.
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Introduction. Digital transformation has fundamentally changed the educational process: the
transition of lessons to online formats, the use of electronic resources, educational platforms, and
mobile applications have become an integral part of learning. At the same time, new risks and
opportunities have emerged beyond the traditional educational environment intended for the moral
and psychological development of students. In the digital environment, children and adolescents
must acquire new competencies related to encountering moral role models, selecting information
sources, and regulating their own behavior. This article identifies the existing challenges in
integrating moral and ethical values within digital education and proposes practical, scientifically
grounded solutions.

In pedagogical theories, moral and ethical education is viewed as a process of shaping social and
personal values. In the context of digital education, this process is characterized by interactive,
multi-channel, and contextual learning, where the quality and structure of the information
environment directly influence educational outcomes. Theoretical sources emphasize the
educational function of schooling, the development of ethical competencies, and the role of
external (platforms, educational policy) and internal (teachers, parents) conditions.

Digital education is a modern approach aimed at organizing the learning process based on
information and communication technologies (ICT), online platforms, and digital resources. This
model expands access to quality education, enables individualized learning, increases flexibility,
and facilitates the use of global resources. However, the rapid development of digital education
also introduces new demands and challenges to the process of instilling moral and ethical values.
According to pedagogical theories, education is not only a process of providing knowledge but
also a socio-educational system that ensures the moral and ethical development of the individual
(V. Vygotsky, J. Dewey, A. Avloniy). It is crucial that this educational function is preserved in the
digital learning process as well. Sociocultural constructivism emphasizes that moral values are
formed through social interaction, cultural context, and collaboration. Therefore, digital learning
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tools must also be designed to support interactive communication, collaborative learning, and real-
life situational tasks.

Moral and ethical values represent a set of socially accepted moral norms and human qualities
such as patriotism, honesty, responsibility, respect, and tolerance. These values must be
approached through the integration of national heritage, religious traditions, and universal
principles (E. Fromm, I. Karimov, Sh. Mirziyoyev). The analysis of scholarly literature indicates
that in modern education, moral development is most effective not merely through lectures, but
through activity-based learning, communication, and experiential engagement. Researchers such
as G. Siemens, M. Prensky, and J. Moravec emphasize that digital education offers powerful
advantages for value formation by enabling multi-format presentations such as video, animation,
and simulation, which create a more impactful influence on learners. Virtual communication and
collaborative environments enhance social skills, while gamified platforms allow the modeling of
moral decision-making situations. Furthermore, the digitalization of national and global cultural
heritage provides broader access to value-laden content, and participation in webinars, blogs, and
forums encourages moral reflection and critical thinking.

Despite these opportunities, the literature also highlights a number of risks and challenges
associated with digital learning environments. Weak supervision in virtual spaces can lead to
violations of moral norms, while exposure to inappropriate online content may negatively affect
children’s consciousness and value orientation. The rise of individualism and “virtual isolation”
can distance learners from social and communal values. Moreover, the ethical neutrality of
artificial intelligence and algorithmic systems raises issues of responsibility and decision-making.
Another significant problem is the lack of digital-pedagogical and ethical competencies among
teachers, which hinders the effective integration of moral education into digital platforms.

To address these issues, academic sources propose several evidence-based solutions. One of the
key proposals is the development of a comprehensive concept of digital moral education (digital
ethics education), which would provide a theoretical and methodological framework for value
formation in digital contexts. Enhancing media and information literacy is also considered
essential to help learners critically evaluate information and make responsible choices. The
introduction of case-study methods based on real or simulated moral situations in digital
environments can foster ethical reasoning and decision-making. Strengthening cooperation
between schools and families through digital platforms ensures shared responsibility in the moral
development of children. Additionally, the creation of digital resources with ethically rich content
and the use of interactive, collaborative methods in virtual and blended learning environments can
significantly improve the effectiveness of value transmission.

Contemporary studies such as STEAM, CLIL, Character Education, and Social-Emotional
Learning (SEL) demonstrate that moral and ethical values are more successfully developed when
they are integrated into natural sciences, technology, and social studies rather than taught as a
separate subject. For instance, STEAM projects can cultivate environmental responsibility, while
digital platforms may serve as a space for organizing social service activities. Games and
simulations can be used to model moral choices and consequences, and artificial intelligence tools
can support reflective thinking and self-assessment. Overall, the literature indicates that digital
education brings not only innovative opportunities but also ethical risks and challenges. Therefore,
moral education in the digital environment must be reconsidered based on new pedagogical models
that emphasize integration, media literacy, collaboration, and project-based learning. In learner-
centered and competency-based education, moral values should occupy a central role, and teachers
must be able to harmonize digital-pedagogical skills with ethical competence to guide students
effectively in the digital age.
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In the context of digital education, the process of fostering moral and ethical values is expanding
with new formats and tools; however, it simultaneously presents a wide range of complex
challenges. One of the most serious problems is the lack of control over online content and the
inconsistency of its quality. Digital platforms often contain morally inappropriate or misleading
materials, while positive educational content is scarce and difficult to access. The excessive
amount of information and students’ limited ability to filter it hinder their capacity to distinguish
between reliable and harmful sources, ultimately affecting their moral decision-making.

Another critical issue is the insufficient level of digital ethical culture and online behavioral norms
among learners. Many students lack the skills necessary for respectful communication, data
privacy, and safe internet practices. The problem is further aggravated by the fact that teachers
themselves often do not possess sufficient competencies in digital pedagogy and ethical guidance,
making it difficult for them to implement moral education effectively on digital platforms. The
weak involvement of parents and the absence of structured school-family collaboration
mechanisms create an additional gap in the educational process. In many cases, the digital
environment at home and online schooling at school do not operate in harmony, resulting in
fragmented moral influence.

Technological and infrastructural inequalities, such as limited internet access and lack of digital
devices in certain regions, lead to unequal learning conditions and inconsistent moral development.
Moreover, current assessment systems within digital education are not adequately designed to
measure students’ moral and ethical growth; existing evaluation tools primarily focus on academic
knowledge, while value-based behaviors, responsibility, collaboration, and honesty remain
unnoticed.

The digital environment also weakens traditional forms of supervision and moral influence. In
face-to-face classrooms, teachers can immediately observe and regulate student behavior, but in
online settings, this control becomes significantly limited. As a result, learners often feel “freer”
in virtual spaces, which may lead to disciplinary issues, apathy, and irresponsibility. The
dominance of content-oriented digital tools often sidelines the educational and value-forming
component of teaching.

A particularly dangerous issue is the impact of harmful and unethical online content. Social
networks, video platforms, and online games frequently promote violence, aggression,
consumerism, and immoral behavior. Exposure to such content without proper guidance weakens
national and moral values and blurs the boundary between the virtual world and reality, leading to
the distortion of ethical standards. Additionally, the rise of digital individualism results in social
isolation, as students spend long periods alone online. Real-life communication is replaced by
impersonal chats, which diminishes empathy, respect, and tolerance—core components of ethical
development.

The increasing presence of artificial intelligence and algorithmic systems creates a new problem
of “moral responsibility.” Technologies do not distinguish between right and wrong, yet students
may gradually rely on them for decision-making. This leads to the weakening of independent
ethical judgment and the emergence of attitudes such as “the program decided, not me.” At the
same time, the role of family and society in moral education is declining. Many parents do not
adequately monitor their children’s online activities, and some even use digital devices as a
substitute for upbringing. The lack of strong school-family partnerships in the digital space
disrupts the unity of the educational system.

Another challenge is the scarcity of positive moral role models in digital platforms. Influencers
and bloggers who gain popularity often promote consumerism, fame, and material success rather
than integrity, service, or intellectual growth. As a result, young people struggle to identify worthy
examples to follow. Teachers, who should serve as moral guides, often lack the necessary digital-
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ethical competencies and do not know how to organize value-based learning in virtual
environments. Methodological frameworks for implementing moral situations and discussions in
digital settings remain underdeveloped.

Furthermore, the digital lifestyle creates difficulties in managing time and attention. Spending
extended periods in front of screens leads to mental fatigue, indifference, irritability, and
aggression. Reduced attention span weakens students’ ability to think deeply about moral issues
and to engage in self-regulation. Quick consumption of information replaces reflective and
meaningful learning. Finally, the dominance of global content on digital platforms threatens the
balance between national and universal values. Western-oriented perspectives are often prioritized,
while national identity, heritage, and cultural traditions receive less representation.

The absence of ethical assessment and monitoring systems in digital learning further complicates
the situation. There are no clear indicators for evaluating honesty, responsibility, cooperation, or
moral conduct in virtual classrooms. Standard tests measure knowledge but not moral
development, causing ethical growth to remain “invisible” within digital education. All these
challenges demonstrate that while digital learning offers immense potential, it also requires a deep
rethinking of moral education through pedagogical, technological, social, and cultural lenses.
Digital education, while offering modern opportunities, also introduces serious risks to moral and
ethical upbringing. Therefore, the digital learning process must be organized not only from a
technological standpoint but also through deep pedagogical, psychological, moral, and social
considerations. One of the key priorities is the professional development of teachers and the
creation of methodological resources. This includes organizing continuous training on digital
pedagogy and methods of discussing ethical dilemmas, as well as developing online situational
case-study banks and collections of lesson plans for educators. Strengthening cooperation between
parents and schools is equally essential. Digital ethical culture courses and seminars should be
offered to parents, while school-parent online platforms must facilitate joint problem analysis,
monitoring, and guidance mechanisms.

Another crucial direction is the educational design of digital platforms (edtech design). Learning
platforms should incorporate ethically guided content curation through filters, safe modes, and
adaptive content guidelines for students. Furthermore, interactive scenarios, virtual role-playing,
and simulations can be used to develop moral dilemma-solving skills. Teaching students how to
select and critically analyze digital information is also vital. Media literacy lessons that focus on
source evaluation, evidence-based thinking, and fact-checking should be introduced. From an early
age, students need to develop habits of asking questions and verifying sources.

Improving the assessment system is necessary to properly evaluate moral and ethical
competencies. The use of portfolios, reflective writing, and skill-based indicators can help assess
values-based development. In addition, digital traces (records of online activity) may serve as a
basis for monitoring and evaluating safe and ethical behavior. Policy and infrastructure
development also play an important role. Expanding regional internet coverage and improving
device access in educational institutions are essential steps. Political support is needed to adapt
digital learning platforms to local culture and moral values.

Practical digital projects can serve as effective tools in this process. For example, “Online
Friendship and Respect” for grades 3—4 may include interactive scenarios, role-playing, and
reflective discussions. The “Verify the Information” media literacy module for grades 5-6 may
teach fact-checking practices and source evaluation. The “Green Digital Projects” initiative can
focus on environmental topics through online teamwork, research, reports, and presentations.
Instilling moral and ethical values in digital education is a priority task of the modern education
system. This issue requires a comprehensive approach that includes curriculum reform, teacher
professional development, parent collaboration, technological solutions, and political support. If
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the proposed solutions are implemented, the positive potential of the digital environment can be
effectively integrated into the process of moral education, fostering strong ethical positions and
digital culture in students.
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